NHOOPMALINOHHASA MTAMATKA VIS OBYUAIOLHINXCSA

C KaXXIbIM IoaAOM MOJIOACKH B MHTCPHECTC CTAHOBUTLCS 6OJIBIJ_IC, a IIKOJIbHUKKW OJHHU H3
caMbIX AaKTHBHBIX NOJib30Barenell PyHera. Mexay TeMm, NMOMHMO OrpOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECEeT W MpOoOJieMbl. JTa MaMsATKa JOJDKHA TMTOMOYb TeOe 6e30macHo
HaXOJUTHCS B CETH.

KoMnbroTepHble BUPYCHI

KoMnbroTepHslii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX TPOrPAMM, OTIMYUTEIBHON
O0COOEHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pPa3MHOXKEHHIO. B J0mMoiiHeHHe K 3ToMy,
BUPYCHI MOT'YT NMOBPEUTH WM TOJTHOCTbIO YHHUTOXKHUTh BCE (Pailiibl M TaHHbBIE, TOJKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTro ObLiIa 3aIlyllleHa 3apa)KeHHasl IporpaMMa, a TaKkKe MOBPEAUTh
WIN AK€ YHUYTOXKUTH ONEPALMOHHYIO CUCTEMY €O BceMU (paiimamu B neiaoMm. B GonbuiHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHI Ue€pe3 UHTEPHET.

MeTOJII)I 3alIUTEI OT BPCAOHOCHBIX ITPOrpaMM:

1. icnionb3yii coBpeMEHHBIE ONEpalMOHHBIE CHCTEMBI, UMCEIOIINE CEPhE3HBI YPOBEHD 3AIIUTHI OT BPEIOHOCHBIX
poTrpamM;

2.TlocTosiHHO ycTaHaBIMBai MadTé (MU(GPOBBIC 3aIUIATKH, KOTOPHIC aBTOMATHYCCKH YCTAHABIUBAIOTCS C IICIBIO
JIOpabOTKH TIpOTpamMMbl) W Jpyrue OOHOBJICHHMS CBOCH OTmeparMoHHON cuctembl. CkauuBalh WX TOJBKO C
odunmanpHOTO caiita pazpadorunka OC. Eciu cymecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIICHUS, BKITFOUH €T0;

3.Paboraii Ha cBOEM KOMIIBKOTEPE IIOJA IpaBaMHu IOJIb30BATCIA, 4 HC aAMHWHUCTPATOPA. DT0 HE MO3BOJHUT
6OJ'ILIHI/IHCTBy BPCAOHOCHBIX MIPOrpaMM UHCTAJUIMPOBATHCS Ha TBOEM ITEPCOHAJIBHOM KOMIIBIOTEPE;

4. Wcronp3yit aHTHBUPYCHBIE TPOTPAMMHBIE TMPOJAYKTHI HM3BECTHBIX MPOM3BOJUTENEH, C aBTOMATHYECKUM
0o0HOBIIEHNEM 0a3;

5. Ol"paHI/I‘{L (1)I/ISI/I‘~ICCKI/II7[ JOCTYIl K KOMIIBIOTEPY AJI1 HOCTOPOHHUX JIUIL;

6. Mcrnone3yit BHEIIHHE HOCHTENN MH(OPMAIMH, TakWe Kak (ielka, AUCK mwin (aill u3 WHTEpHEeTa, TOJBKO U3
IPOBEPEHHBIX UCTOYHUKOB,

7. He oTkpbIBaii KOMITBIOTEPHBIE (AIIbI, TOJyYEHHBIC W3 HEHAJEC)KHBIX MCTOYHUKOB. Jlaxke Te (hailibl, KOTOpbIE
TIpHCTal TBOH 3HAKOMBIN. Jlydie yTouHH y HEro, OTIIPABIISLI JIH OH Tebe HX.

Cerun WI-FI

Wi-Fi - 510 He BHJI TIepe1aul JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpeH 1, Mapka. Eie B
1991 romy HuIepinaHjackas KoMmaHus — 3apeructpupoBaia Openn  "WECA", udro
o0o3Hayvaio cnoBocoueranue "Wireless Fidelity", kotopselii nmepeBoautcst kak "OecrnpoBomHas
TOYHOCTB'".

Jlo Hamero BpeMEHHW JolUIa Japyras aOOpeBHaTypa, KOTOpas SBISETCS TaKoi ke
TexHoyoruei. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIICH 3BYyKOBOM TexHukH Hi-Fi, uto B mepeBojie 03Hayaet "BbICOKAsi TOUHOCTB".



Jla, GecruiaTHBIN HHTEPHET-AO0CTYII B Kade, OTeNAX U adpoIopTax SABISIeTCS OTIUIHON
BO3MOYXHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, YTO 00MmIen0CTymHBIe Wi-
Fi cetu He aBisArOTCS OE30IIACHBIMHU.

CoBeTbl 110 6€30MacHOCTH pabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro uuHyro HHbOpMaIuio yepes obienoctynusie Wi-Fi cetn. PaboTas B HUX, jKenaTesbHO He
BBOJIUTH IAPOJIU JIOCTYIIA, IOTHHBI U KaKHE-TO HOMepa;

2. Ucnonp3yit 1 OOHOBIISIH aHTHBUPYCHBIE MpOrpaMmbl U Opanamayep. Tem cambiM Thl oOe3omacuinb ceds OT
3aKayKH BUPYCa Ha TBOE YCTPOWCTBO;

3. Tpu ucnonb3oBanuu Wi-Fi otkmoun ¢yskiuio "OO6muit noctyn k daitnam u npuntepam”. [lannas GyHKIMs
3aKphITa [0 YMOJTYAHHIO, OJJHAKO HEKOTOPBIC MOJIB30BATEN aKTHBUPYIOT e¢ Ul yI0OCTBa HCIOJIb30BaHus B paboTe
WM yueoe;

4. He ucnonesyit myomuansiii WI-F| ast mepenadun TUYHBIX TAaHHBIX, HAIIPHUMED JUIS BBIXOZA B COLMANIBHBIC CETH
WM B 3JIEKTPOHHYIO IT0UTY;

5. Hcnonw3yii Tonpko 3ammineHHoe coenunenue uepe3 HTTPS, a ve HTTP, T.e. mpu HaGope BeG-aapeca BBOIU
nMenHo "https://";

6. B moOuneHOM Tenedone orkmoun ¢yrknuio "Toakmouenne k Wi-Fi aBromarmyecku". He momyckaii
ABTOMAaTHUYECKOTO IOJKIII0YEHHs yCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble CeTH

ComnmasbHbIC CETH aKTUBHO BXOJST B HAIy H3Hb, MHOTHE JIFOAH PAOOTAIOT U KUBYT TaM
moctosiHHo, a B Facebook yke 3aperucrpupoBaH MWILIHApP] YEIOBEK, YTO SBISICTCS OXHOU
CebMOM BCEX JKHTENEH IUIaHeThl. MHOTHE MOJb30BaTEIH HE MOHMMAIOT, YTO HWH(pOPMAIHS,
pasMCIICHHAsA UMU B COLUAJTIBHBIX CCTAX, MOXKCT OBITH HaﬁHeHa M HCII0JIb30BaHa KEM YroJaHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJIariMKU HaMEPEHHSIMHU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIIMaJIBHBIX CCTAX:
1. Orpannyb civcok apyseid. Y Te0st B APY3bsX HE JOJDKHO OBITh CIyYaifHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammmai CBOIO 4acTHYIO KHM3Hb. He ykasbIBail mapoim, TenedoHBI, axpeca, AaTy TBOETO POKIACHHS U APYTyIO
JIMYHYI0 HH(pOpMaLKIO. 370YMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake MH(POPMALIUIO O TOM, KaK Thl U TBOH POJUTEIIN
TUTAaHUPYETE TIPOBECTH KAaHHUKYJIbI;

3. Bamumail cBOI pemyTalui - IepKH ee B YUCTOTe M 3aqaBail cebe BOIMPOC: XOTeNn Obl ThI, YTOOBI JIpyrue
T10JIL30BATEIH BHJIEIH, YTO ThI 3arpyxaemib? [logymaii, mpesxae yem 4To-To OIyOJIMKOBaTh, HAKCATH U 3aTPY3HTh;

4. Ecou TeI TroBOpUIIb C JIOJAbMH, KOTOPBIX HE 3HACHIb, HC PICHOJ'ILSyfI CBOC pCAJIbHOC UM U JPYIr'yrO JIMYHYIO
I/IH(l)OpMaHI/II/II HUMs, MECTO KUTCJIILCTBA, MCCTO yqe651 " Ipo4ee;

5. Usberait pasmemenus ¢otorpadpuii B IHTepHeTe, rne Thl H300paKeH HAa MECTHOCTH, II0 KOTOpPOH
MOHO OIIPEJEIUTh TBOE MECTONONOKEHHUE;

6. Ilpu perucrpauuu B COIMAIBHON CETH HEOOXOIMMO HCII0JIb30BATH CJIOXHBIE NTAPOJIH, COCTOSIIUE U3 OYKB 1 LIHDD
U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JIns conmanbHOM CeTH, OYTHI M JPYTUX CAUTOB HEOOXOIMMO MCIOJB30BaTh pas3Hble maposn. Toraa ecnu Te0s
B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH MOIyYaT JOCTYII TOJBKO K OTHOMY MECTY, a He BO BCE Cpasy.



JIeKTPOHHbIE JeHbIH

DONEeKTPOHHBbIE JEHBIM - 3TO OYE€Hb YAOOHBIM CIOCOO MIaTeXei, OJHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIE XOTSAT MOJYyYUTh ITH JCHBIH.

:‘)J'ICKTpOHHBIC JCHBI'M ITIOABHJIIMCHh COBCCEM HCJAaBHO M MMCHHO H3-3a 3TOIrO BO MHOI'HX
rocyaapCTBax 40 CUX IIOP HEC NPONHCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKITMOHUPYIOT M O HUX YK€ MPOMHMCAHO B 3aKOHE, TJI€ X Pa3JeNIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HUIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspemaeTcs MPOBOAUTH oOnepanuud 0e3 HWACHTU(UKAUN T0JIh30BaTeNsd, a B
HEaHOHUMHBIX UICHTHU(QUKALMS [T0JIb30BATENs ABISAETCS 0043aTEIbHOM.

Takxe crienyer paznuyarh 3JEKTPOHHBIE (UATHbIE JEHBI'M (paBHBI TOCYAAPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHBIC He(pUATHBIC IEHBIU (HE PaBHBI TOCYJapPCTBEHHBIM BAIIOTaM).

OcHOBHbBIE COBETHI IO O€30MacHON paboTe ¢ ANMEKTPOHHBIMH JICHbIaMH:

1. TTpuBsbku K cyety MOOMIIBHBIH TeaedoH. DTo camblil yIOOHBI 1 OBICTPBIN CII0CO0 BOCCTAHOBUTH JOCTYII K CUETY.
[IpuBsizanHbIi TenedoH MOMOXKET, eciH 3a0y/AeIIb CBOM IIaTEKHBIN apoib WK 3aliIeIb Ha CAalT ¢ HE3HAKOMOTO
YCTpOMNCTBa;

2. Ucnonb3yii onHOpa3zoBsie naposy. ITociie mepexosa Ha yCHIICHHYIO aBTOpH3aLMIo TeOe yxKe He OylleT yrpoKarb
OTIACHOCTH KPakKM MM TIepexBaTa IUIaTeKHOTO MapoJis;

3. Boibepu ciioxHsblii napossb. [IpectynHukam Oyaer He MPOCTo yraJiath CIIOKHBIH Mapoiib. HajgexHble napoiu - 31o
Mapoyy, KOTOphIe coAepkKaT He MEHee 8 3HaKOB M BKIIOYAIOT B ceOS CTPOYHBIE W IPOMUCHBIE OYKBBI, MUPPH U
HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATENBHBIA 3HAaK M T.I. Hampumep,

$tRONg!;

4. He BBOIM CBOM JTMYHBIC TaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIII.

DJIEeKTPOHHAS MOYTA

DJIeKTPOHHAS TOYTa - 3TO TEXHOJIOTHS U MPEIOCTABISEMbIC €10 YCIYTH IO MEPEChUIKE U
MOJIYYEHHUIO JJICKTPOHHBIX COOOIICHH, KOTOpPhIE PACHPESISIFOTCS B KOMIBIOTEPHON CETH.
OO0OBIYHO BJIEKTPOHHBIN IIOYTOBBII SIIITUAK BEBITJIAIUT CIEIYIOUIUM obpazom:
UMsL_TIONB30BaTeISI(@UMsL_JIoMeHa. Takke KpoMmMe Tepeladyd TpPOCTOr0 TEKCTa, HMEeTCs
BO3MOYKHOCTh TIepe/1aBaTh (aiibl.

OCHOBHBIE COBETHI 110 6€30MacHOM padoTe ¢ ANEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh NpaBWIIBHBIN MOYTOBBIA cepBHC. B MHTEepHETE eCTh OrpOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX
CEPBHCOB, OJIHAKO JIy4llIe JOBEPATh TEM, KOTO 3HACIIb U KTO IIEPBBIi B PEUTHHTE;

2. He yka3bIBaii B IM4HOM mouTe JM4HYI0 nHpopmMarmio. Hanpumep, jiydine BeIOpath "My3bIKanbHbli (haHat@" wim
"pox2013" Bmecto "Temal3";

3. Ucnonb3yii IBYyX3TANHY0 aBTOPH3ALUIO0. DTO KOT/Ia TOMUMO HapoJisi HYy)KHO BBOJIUTH KOJI, pUChLUIaeMblii mo SMS;



4. BeiGepu CII0KHBIN MapoJab. JJIs Kak10r0 TOYTOBOTO SIIIUKA JOJKEH ObITh CBOYM HAICKHBINA, YCTOWYUBEIN K B3JIOMY
apoJib;

5.Ecmu ecTh BO3MOYKHOCTH HallMCaTh CAMOMY CBOW JIMYHBII BOIIPOC, UCTIONB3YH 3Ty BO3MOXHOCTB;

6. Vcronb3yii HECKOJBKO MOYTOBBIX SINUKOB. [lepBbIil s 4acTHOHM mNepenucku ¢ axpecaramu, KOTOPBIM Thl
JOBEpsICIb. DTO 3JIEKTPOHHBIN apec He Ha/I0 UCTIOIB30BaTh PH PETHCTPAy Ha popymax U caTax;

7.He oTkpbiBaii (aiisl U pyryue BIOKEHHS B IIHCbMAaX, Aa)Ke €CIIM OHH MPHIIUIA OT TBOMX Apy3eil. Jlydiine yrouHu y
HUX, OTIPABIISUIN JIK OHU TeOe ATU (ailibr;

8.Tlocne okoHuYaHUsT PabOTHI HA MOYTOBOM CEPBUCE ITEPEl 3aKPhITUEM BKIJIAJKUA C CaliToM He 3a0y/b HaXaTh Ha
"Berittu".

Ku0epOyajimHr uiiv BUPTyajibHOE U31eBaTeJIbCTBO

KubepOymnuHr - npecienoBaHie COOOIMEHUSIMH, COIEPKAIIMMU OCKOPOJICHHUS, arpeCcCHIo,
3aIlyTMBaHMe; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHPOBAHHE C TOMOIIBIO PA3IUYHBIX WHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO O0pbOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiicst B Ooii. Jlydmmii cnoco0: mocoBeToBaThCs Kak ceOsi BECTH M, €CJIM HET TOro, K KOMY MOXHO
00paTUTHCsI, TO BHAYAJIE YCIIOKOUTHCA. ECIU Thl HAaUHEIIb 0TBEYATh OCKOPOICHHSMH Ha OCKOPOJICHHS, TO TOJIBKO eIle
0oJIbIIIe pa30AOKeNIb KOH(IIHKT;

2. Yupagisii cBoel Kubeppemyraueii;
3. AHOHUMHOCTH B ceT MEUMasi. CyIIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 38 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKHA 00pa3 BUPTYaIbHON XKU3HU. VIHTepHET (PUKCUpPYET BCe TBOM JCUCTBUS U COXPAHSET
uX. YaanuTh ux OyzeT KpaliHe 3aTpyIHUTEIBHO;

5. Cobimozaii cBOIO BUPTYaAIIbHYIO YECTh CMOJIOAY;

6. UrHopupyii eauHuuHbIi HeratuB. OJHOpPA30Bbie OCKOPOHUTENLHBIE COOOLICHUS JIydlle UTHOPUpoBaTh. OOBIYHO
arpeccus IpeKpaniacTcs Ha Ha4aIbHOW CTa VM,

7.ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOONICHHUSMH, B COIIMAIBHBIX CETAX €CTh BO3MOXHOCTH
OJIOKMPOBKH OTIPABKU COOOIIEHHUH C OIPEEeICHHBIX aJpECOB;

8. Ecrut I cBUETENS KNOCPOYILTHHTA. TBOUM JEHCTBUS: BRICTYIIUTH IIPOTUB IPECIIeA0BATENS, TOKA3aTh €MY, YTO €ro
JEHCTBUS OLIEHUBAIOTCA HETaTUBHO, MOIIEPKATh KEPTBY, KOTOPOH HY)KHA IICHUXOJIOTHYECKAasi MOMOIIb, COOOIINUTh
B3POCIBIM O (haKTe arpeCCHBHOTO MOBEICHHUS B CETH.

MoOuabHbIi Tes1ed)oH

CoBpemennble cMapTHOHBI U IIIAHIIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIbIi (PYHKIIMOHA,
U Tenepb OHU MOTYT KOHKYpPHpPOBaTh CO CTAallMOHAPHBIMHM KoMmImbioTepaMu. OJIHAKO, CPElICTB
3aIUTHI 715 MOJOOHBIX YCTPOICTB MOKa OYeHb Majo. TecTupOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
MIPOUCXOJIUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcsi 1 MOOMITBbHBIX MPHIIOKEHHA.



CoBpemeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTHUYECKU JOTHAIH HACTOJbHBIC
aHaJIOTH, OJHAKO pacHmmpeHne (YHKIHMOHAJa BIEYET 3a COO0OW OONBIIYIO CIO0XHOCTH M
MEHBIIYIO 3aLIUIIEHHOCTD.

Jlaneko He Bce MPOW3BOIUTENN BBIMYCKAIOT OOHOBJICHMSI, 3aKpPbIBAIOLINE KPUTHUYECKUE
YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30MaCHOCTH MOOHMIIBHOTO TeedoHa:

Huuero He sBnsieTcs mo-HACTOsIEMY OecIUIaTHBIM. bynb ocTOpoXkeH, Bep Korja Tebe MmpeiaraoT OecraTHbIN
KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IIJIaTHBIEC YCIIYTH;

Hywmaii, mpexnae 4eM otnpaButh SMS, ¢oTo mmm Buneo. Tol TOUHO 3HAEIIB, TIe OHH OYIyT B KOHEYHOM UTOTE?
Heo0xoauMo 0OHOBIIATE ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
Hcnonbk3yii aHTUBUPYCHBIE IIPOrPAMMBI JIJIsl MOOMJIBHBIX TeJIEOHOB;

He 3arpyxail mpuiioKeHUsT OT HEM3BECTHOIO UCTOYHHKA, BEIb OHU MOTYT COJCPIKATh BPEIOHOCHOE MPOTPAMMHOE
obecIrieueHue;

[Toce Toro kak ThI BBIHACIIB C caiiTa, I'/ie BBOAWI JMYHYIO HHQOPMAIHIO, 3alii B HACTPOWKK Opay3epa U ydainu
cookies;

IIepuonuyecku npoBepsiid, KaKUe ILUIATHbIE YCIYTH AKTUBUPOBAHbBI HA TBOEM HOMEDE;

JaBaii cBOWi HOMep MOOWJIBHOTO TenedoHa TONBKO JIFOISIM, KOTOPHIX Thl 3HACIlb M KOMY JoBepseis; Bluetooth
JIOJDKEeH OBbITh BBIKIIIOYEH, KOTa Thl UM He IMoJib3yenibes. He 3a0biBaii nHOT A MPOBEPSITH 3TO.

Online urpsI

CoBpeMeHHBIE OHJIAWH-UTPHI - OTO KPACOYHbBIC, 3aXBaThIBAIOUIUE Ppa3BICUCHUS,
O0BEANHSIONINE COTHU THICAY YEJIOBEK MO BceMmy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIAI0TCS IPYT C IPYrOM, BBITIOTHSIOT 33/IaHMsI, CPAXKAIOTCS C MOHCTPAMHU U TIOJTYYarOT OIBIT. 3a
yIOBOJILCTBUE OHM IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT A00OHEMEHT I MPUOOPETAIOT KaKue-
TO OTIIUH.

Bce sty cpeacTBa uayT Ha oAepKaHUE U Pa3BUTUE UTPbI, @ TAK)KE Ha caMy 0€3011aCHOCTD:
COBEPILEHCTBYIOTCSI CUCTEMBl aBTOPHU3AllMY, BBITYCKAIOTCS HOBBIE NaTudl (LKU(POBbIE 3aIIaTKU
JUISI IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIO6HI:IX Urpax CTOUT OImacaTbCd HE CTOJIBKO CBOUX COICPHHUKOB, CKOJIBKO KpaKu
TBOCTO I1apOJisd, HAa KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3aAlIUN OONBIINHCTBA Hrp.

OCHOBHBIE COBETHI 10 OE30IIaCHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:
1. Eciin npyroit Urpok BezeT ce0sl MI0X0 WK co3/1aeT Tebe HENPUSTHOCTH, 3a0J0KUPYH ero B CIIMCKE UTPOKOB;

2.H0>Kany1‘/ic;{ AIMUHHUCTPATOPAaM UI'Pbl Ha IUIOXOC IMOBCACHUC DTOTO0 HIPOKA, JKCJIATCIIBHO IMPUIJIOXKUTH KAKHC-TO
J0Ka3aTeJIbCTBa B BUAC CKPUHOB;

3. He yka3pIBaii TMuHyr0 HHGOpMAILHIO B podaiiie urpsl;

4. YBaxkall APYTUX YIACTHHUKOB TIO UTPE;



5. He ycranarnuBaii HeoQHUIMATBHBIC TATYH U MOIBI;
6. Micriosip3yii ClI0XKHBIC U Pa3HbIC APOIIH;

7. I[axce BO BPEMs UI'PbI HE CTOUT OTKJIFOYAaTh aHTUBUPYC. Iloxa TEI urpaciib, TBOU KOMIIBOTEP MOT'YT 3apa3UTh.

@OUIIMHT WJIH Kpazka JIMYHBIX JTaHHbIX

OOBIYHOM Kpaskel IeHEeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YANBUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKH TEPEMECTUIIUCh B HHTEPHET, U MPOIOJIKAIOT
3aHUMATHECS "ITIOOUMBIM" IEJIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIICHHHUYECTBA WX (DHUIIMHT, TJaBHAs IENb
KOTOPOTO COCTOHWT B IOJYYEHUU KOHPUIACHIMAIBHBIX JAHHBIX IOJIb30BATENICH - JIOTHHOB H
naposieir. Ha anrmuiickom si3pike phishing unraercs kak ¢ummumar (ot fishing - peiOHas m0BIA,
password - mapoJs).

OcHOBHBIE COBETHI IO 6OPHOE ¢ PUITMHTOM:

1.Cnenmu 3a cBOMM akKayHTOM. Eciu Thl Moao3peBaeilb, YTO TBOS aHKeTa OblIa B3JIOMaHa, TO HEOOXOIMMO
3a0JIOKUPOBATh ¢ M COOOMHUTH aJIMUHICTPATOPAM pecypca 00 ITOM KaK MOXKHO CKOpee;

2. Vcnonb3yii 6e30macHbie BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U MOMCKOBBIX CUCTEM;

3. Ucnonb3yii cnoxkHble U pasHble naposm. Takum oOpa3oM, ecian Teds B3IOMAIOT, TO 3JIOYMBIIUIEHHUKH MOIy4aT
JOCTYII TOJIBKO K OJTHOMY TBOEMY TIPO(MITIO B CETH, a HE KO BCEM;

4.Eciu TeOs B3NOMaJH, TO HEOOXOAMMO IMpPEAYNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIC J0OaBICHBI y TeOs B
JpY3bsiX, O TOM, 4YTO TeOs B3JIOMAJIM M, BO3MOXKHO, OT TBOEr0 MMEHHU OyJeT pacchuIaThbCsi CllaM U CCHUIKM Ha
(PUIIMHTOBBIC CANTHI;

5. Ycranosu Hanexuslii napoiss (PIN) Ha MoOWIbHBIH TenedoH;
6. OTriII0uM coXpaHeHHe napoJs B Opaysepe;

7. He oTkpbiBaii aitsiel 1 Apyrue BIOXKEHHS B IMCbMaX, JlayKe €CJIM OHM IPHIIN OT TBOMX Apy3eil. Jlydme yrounu y
HUX, OTHPABJIUTH JIX OHU TeOe 3TH (anIbl.

Hudposas penyranus

udposas penyramms - 3TO HEraTWBHAS WU MO3UTHBHAs MH(pOpMAIMs B CETH O Tele.
Komnpomerupyromas nHpopmanus, pasMelleHHas B MHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEW peanbHOW x)u3HU. "Lludposas pemyranus" - 3TO TBOM UMHJK, KOTOPBINA
dhopmupyetcs n3 HHGOPMAIMK O TeOE B UHTEPHETE.

TBOE MeCTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBACTCS B CETH.

MHorue moapOCTKH JIETKOMBICIIEHHO OTHOCATCS K IyOJMKalMW JIMYHOM HMHpopManuu B
WuTepHere, He MOHMMasi BO3MOXKHBIX MOCJEACTBUMA. ThI 1a’ke He CMOXKEIIb 10raJIaThCs O TOM, YTO
¢dororpadus, pasMenieHHas 5 JeT Ha3all, cTaja IPUIMHOM OTKa3a MPUHATH TeOs Ha paboTy.



KomMmenTapuu, pazmenienue TBoux gororpaduit u apyrue AeiHCTBUS MOTYT HE UCUYE3HYTh
JaXke MOCJIe TOT0, KaK ThI UX yIaIHINb. Thl HE 3HACIIb, KTO COXPAHII 3Ty HH()OPMAIIHIO, ITOoTIaia
J¥ OHa B TIOMCKOBBIE CHCTEMBI M COXPAaHMIACh JIM OHA, a TJIABHOE: YTO TMOAYyMarT O Tebe
OKPY>KaIOIIHE JIFOAU, KOTOPbIE HAWIyT U YBUIAT 3T0. Hailith mHpOpMAIIO MHOTO JIET CITyCTS
CMOJKET J000i - Kak U3 100pbIX MOOYKACHHI, TaK U ¢ HAMEPEHUEM PUYHUHHUTD Bpea. ITO MOXKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aUTe MU(POBON PEIyTAINN:
1. Tloxgymaii, ipeskie 9eM 4TO-TO ITyOJIMKOBATh U MepeaaBath y ce0s B OJ0Te WM B COITUATBHOM CeTH;

2.B Hactpoiikax nmpouis ycTaHOBH OIpaHHUYCHHS Ha MPOCMOTP TBOErO MPOQMIIS U €ro COACPKUMOTr0, Caeiai ero
TOJIbKO "[iIst Apy3eit”;

3. He pa3meniaii u He yka3biBail HH()OPMAIHIO, KOTOPAst MOXKET KOTO-TM00 OCKOPONISATh WA O0MKATh.

ABTOpPCKOE NPaBo

CoBpeMeHHbIE MIKOJbHUKH - aKTUBHBIC TOJIb30BATENH IM(POBOTO MpocTpancTBa. OaHAKO
JlaJIeKO He BCE 3HAIOT, YTO IOJIb30BAHHME MHOTMMHU BO3MOXHOCTSIMM LIM(POBOr0 MHpa TpedyeT
coOII0IeHHSI TPaB HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTENNEKTyalbHas COOCTBEHHOCTb" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSAM
YeJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaH4WBass KHUTaMu, ¢ororpadusmu, KHUHOPHUIBMAMU U
MY3bIKaJIbHBIMH [TPOU3BEICHUAMU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha WHTEJUICKTYaJbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHUS
HayKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKUE IPaBa BHICTYNAIOT B KAYECTBE TapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIA/TBOPUECKHM TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJIUBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTaxX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTh W NMPU3HAHHE.
Huxkro 0e3 paspernienus aBTopa He MOKET BOCIIPOU3BOJIUTH €TI0 POU3BEICHUE, PACTIPOCTPAHSTh,
MyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B TMPOKAT, MYOIUYHO
WCIIOJIHSATH, OKA3bIBATH/UCIIONHATH B AdUpe Wi pa3MeniaTth B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOTO 00€CTICUeHHUS] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpPH JNAaHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTpPOWCTBA, TIe
yCTaHOBJIEHA HeJlerajibHas nporpamma. He crout taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaIbHbBIE
u OecIutaTHbIE MPOTPaMMBbI, KOTOPBIE MOYXHO HAWTH B CETH.

O noprane

CereBn4oK.pd - TBOIl TJIABHBIA COBETYMK B CETH. 3JI€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH TMOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHWU KPUTHUYECKOUN
CUTyallud OOpaTUThCSA 32 COBETOM. A TakK€ NPUHATH y4acTHE B KOHKypCax M CTaTh CaMbIM
IU(GPOBBIM TpaKkJaHUHOM!



